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Abstract

The rapid growth of IoT devices has expanded attack surfaces, making intrusion detection critical.
Traditional centralized IDS compromise privacy and strain bandwidth by requiring raw data transfer.
Federated learning (FL) offers a privacy-by-design solution, enabling collaborative training across
IoT clients while sharing only model updates. However, FL is highly sensitive to non-IID data.
Extreme heterogeneity, prevalent in real-world IoT IDS datasets due to device-specific traffic patterns
and severe class imbalances, causes significant convergence challenges and accuracy degradation.
This study benchmarks four advanced FL algorithms (FedAvg, SCAFFOLD, FedYogi, and
AdaFedAdam) on the RT-10T2022 dataset (123,117 samples, 12 attack classes) under extreme non-
IID conditions (Dirichlet a = 0.01, average JSD = 0.5677, three heterogeneous clients). Using a
multilayer neural network with 10-fold cross-validation nested in the FL loop, SCAFFOLD achieves
the most stable performance (Round 100: accuracy 0.7981, Fl-score 0.7451, ROC-AUC 0.9396),
while FedAvg converges slowly (accuracy 0.6959). FedYogi and AdaFedAdam fail due to gradient
starvation and second-moment explosion. Compared to centralized baselines (accuracy up to 1.000),
FL incurs a 20% accuracy trade-off, an acceptable cost for enhanced privacy in edge-IoT
environments. Contributions include the first validation of SCAFFOLD under extreme non-IID IoT
IDS and a reproducible evaluation protocol.
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intrusion  detection

The rapid expansion of the Internet of Things
(IoT) has transformed diverse sectors such as
smart cities, Industry 4.0 and tele-health, yet the
persistence of insecure and heterogencous edge
infrastructures has significantly enlarged the
attack surface [1], [2], [3]. According to recent
large-scale empirical research, backend systems
utilising lightweight IoT protocols such as MQTT
and CoAP exhibit considerable vulnerability: for
example, only 0.16% of MQTT and XMPP back-
ends employed TLS, and 30.38% of CoAP-
speaking back-ends were susceptible to denial-of-
service attacks [4], [5]. Likewise, systematic
reviews report that IoT-based botnet-driven DDoS
attacks increased more than five-fold within 12
months in some mobile networks, underscoring
how connected “things” are increasingly
leveraged for large-scale disruption [6], [7], [8].
Meanwhile, device-count forecasts indicate global
endpoints may reach ~29 billion by 2030,
stressing the urgent need for edge-centric
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and  privacy-preserving
security architectures [9].

Traditional machine learning-based intrusion
detection systems (IDS) rely on centralized data
aggregation at cloud servers for model training
[10], [11]. This approach conflicts with stringent
privacy regulations such as the EU General Data
Protection Regulation (GDPR) 2016/679 and the
California Consumer Privacy Act (CCPA) 2020,
which mandate data processing at the source [12],
[13], [14]. Moreover, bandwidth constraints in IoT
networks—with average throughput of 100-500
kbps in LPWAN technologies, render raw data
transfer technically infeasible [15], [16].
Empirical analysis by Celik et al. revealed that
approximately 60% of IoT applications handle
sensitive data flows, emphasizing the need for a
new paradigm that can utilize distributed data
while preserving privacy [17].

Federated Learning (FL), introduced by
McMahan et al. in a seminal AISTATS paper,
offers a paradigm shift by enabling collaborative
model training without raw data exchange [18].
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Only parameter updates (gradients or weights) are
transmitted to a central server for aggregation
[19], [20]. In this IoT IDS context, clients
correspond to heterogeneous edge devices (e.g.,
smart sensors, gateways, or industrial controllers)
that conduct local model training using their own
generated network traffic data, while a central
aggregator (typically an edge server or cloud
coordinator) performs model aggregation without
ever accessing raw data [21], [22], [23]. Although
vanilla FL provides strong privacy-by-design
benefits by eliminating the need for raw data
transfer, privacy preservation is not inherent:
parameter updates and aggregation remain
susceptible to various attacks (e.g., inference
attacks, model inversion, or gradient leakage),
requiring the assumption of trusted (honest-but-
curious) clients and aggregator, and often
necessitating additional mechanisms such as
differential privacy, secure multiparty
computation, or homomorphic encryption in real-
world deployments [24], [25]. In the IoT context,
FL holds promise for privacy-preserving and
scalable IDS. However, FL performance is highly
sensitive to non-Independent and Identically
Distributed (non-IID) data distributions [26], [27],
[28], [29]. Extreme non-IID conditions are
particularly prevalent in real-world IoT IDS
datasets due to device-specific traffic patterns,
varying operational environments, severe class
imbalances across distributed edge nodes, and
temporally dynamic attack behaviors, resulting in
significant client drift, convergence difficulties,
and substantial accuracy degradation [30], [31]. A
study by Zhao ef al. demonstrated accuracy drops
of up to 40% under extreme non-IID conditions
on datasets such as MNIST, CIFAR-10, and
Keyword Spotting—none of which are IoT-
specific [32]. Thus, realistic IoT datasets like RT-
10T2022, which exhibit severe class imbalance,
require rigorous testing [33], [34].

Despite the observed performance degradation
(approximately 20% accuracy drop compared to
centralized baselines in extreme heterogeneous
settings), the adoption of FL for IoT IDS is
strongly justified beyond mere decentralization: it
enables strict compliance with privacy regulations
(e.g., GDPR and CCPA), drastically reduces
bandwidth demands in resource-constrained
networks, supports scalable training across
billions of edge devices without raw data
exposure, and facilitates practical deployment in
environments where centralizing sensitive traffic
data is either legally prohibited or technically
impractical. This study aims to address these gaps
by providing a rigorous comparative evaluation of
state-of-the-art FL algorithms on a realistic IoT
IDS dataset under extreme heterogeneity,

alongside a  reproducible = methodological
framework. The main contributions include: (1)
the first empirical benchmark of advanced FL
algorithms on extreme non-IID IoT IDS; (2) in-
depth analysis of algorithm resilience and failure
under client drift and gradient starvation; (3)
development of an evaluation protocol with
integrated cross-validation; and (4) design
guidelines for FL deployment in edge computing
systems. The findings are expected to lay the
foundation for next-generation robust and widely
adoptable FL-based IDS.

2. Related Work

2.1. Federated Learning Algorithms for Non-
IID Data Distribution

Federated learning (FL) algorithms have
evolved significantly to address the challenges of
non-independent and identically distributed (non-
IID) data, which are particularly acute in
distributed IoT environments. The baseline
FedAvg algorithm, while foundational, suffers
from client drift and slow convergence under
heterogeneous data distributions, prompting the
development of specialized variants. For instance,
FedProx introduces proximal regularization terms
to enhance training stability and prevent
divergence on clients with limited data [35], [36].
Similarly, SCAFFOLD employs control variates
to estimate and correct the effects of client drift,
demonstrating superior performance in scenarios
with high statistical heterogeneity [37]. On the
server side, adaptive optimizers such as FedYogi
and FedAdam integrate = momentum-based
adjustments to gradient updates, aiming to
mitigate variance in learning rates across rounds
[38]. Empirical comparisons across diverse
datasets reveal that SCAFFOLD consistently
achieves faster convergence and higher accuracy
than FedAvg in extreme non-IID settings, while
FedYogi exhibits better stability than FedAdam
when dealing with noisy gradients. However,
these adaptive methods are not without
limitations; they can encounter gradient
starvation—where sparse client data leads to
vanishing updates—or second-moment explosion,
where accumulated variance causes instability,
particularly in resource-constrained IoT nodes.

2.2. Federated Learning Applications in IoT
Intrusion Detection Systems

The application of FL to intrusion detection
systems (IDS) in IoT networks has gained
momentum, driven by the need for privacy-
preserving alternatives to centralized training.
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Comprehensive surveys highlight FL's role in
enabling collaborative threat detection across
distributed edge devices without compromising
sensitive traffic data [30], [39]. Most existing
studies have benchmarked primarily vanilla
FedAvg or its simple variants on loT-specific
datasets such as CICIoT2023, Edge-IloTset,
TON_IoT, and BoT-IoT, often achieving detection
accuracies exceeding 95% under moderate
heterogeneity conditions [40], [41]. However,
systematic exploration of more advanced FL
algorithms—designed specifically to handle
severe statistical heterogeneity—remains scarce
on realistic IoT IDS datasets. In particular,
comparative evaluations under extreme non-IID

settings (e.g., Dirichlet a << 0.1), which better

reflect device-specific traffic patterns and severe
class imbalances in real-world deployments, are
rarely reported. To bolster privacy beyond basic
model aggregation, researchers have integrated
differential privacy mechanisms to add calibrated
noise to updates, secure multi-party computation
for encrypted aggregation, and homomorphic
encryption to enable computations on ciphertexts,
effectively countering inference attacks like
membership inference or model inversion [7], [8],
[21], [40], [42]. Advanced architectures, such as
clustered FL and personalized FL approaches
(often combining FedProx with meta-learning),
have been proposed to further mitigate non-IID
effects and tailor models to individual device
characteristics  [43], [44]. Complementary
techniques include blockchain-based secure
aggregation and generative adversarial networks
(GANs) for augmenting imbalanced attack
classes, enhancing overall IDS robustness in
dynamic IoT ecosystems [45].

2.3. Evaluation Methodologies and Challenges
in FL-IDS Benchmarks

Evaluation protocols for FL-based IDS remain
a critical area of development, with most studies
relying on moderate heterogeneity levels

simulated via Dirichlet distributions (a = 0.1) or

quantity-skew partitions on legacy datasets like
NSL-KDD and CICIDS2017 [30]. While these
approaches provide initial insights, they
inadequately capture the extreme non-IID realities
of modern IoT traffic, characterized by device-
specific protocols (e.g., MQTT/CoAP variations)
and severe class imbalances in datasets such as
RT-10T2022. Comparative  assessments  of
multiple advanced algorithms—FedAvg,
SCAFFOLD, FedYogi, and AdaFedAdam—under
stringent conditions like Dirichlet o = 0.01 are
notably rare, and the integration of nested cross-

validation within FL training loops, which is
essential for unbiased generalization estimates, is
rarely reported in the existing literature.
Moreover, systematic analysis of failure modes,
such as adaptive optimizer divergence due to
sparse gradients in low-data clients, is
underexplored, limiting the practical
transferability of results to production edge
deployments.

2.4. Identified Research Gaps and
Contributions of the Present Work

Despite these advancements, several persistent
gaps underscore the need for more rigorous FL-
IDS research. Foremost is the scarcity of head-to-
head benchmarks for state-of-the-art algorithms
on contemporary, extreme non-IID IoT datasets
like RT-I0T2022, which better reflect real-world
traffic heterogeneity than surrogate benchmarks
on CIFAR-10 or MNIST. Existing literature also
falls short in dissecting adaptive optimizer
pathologies—such as gradient starvation and
second-moment instability—under authentic IoT
constraints, and it rarely employs reproducible
protocols with embedded cross-validation to
ensure methodological robustness. Finally, while
privacy enhancements are increasingly discussed,
few studies quantify the privacy-utility trade-offs
in IDS contexts or explore layered defenses
beyond vanilla FL in scalable edge settings. The
present work directly confronts these deficiencies
by conducting the first comprehensive
comparative evaluation of FedAvg, SCAFFOLD,
FedYogi, and AdaFedAdam on the RT-I0T2022
dataset under extreme non-IID conditions
(Dirichlet a = 0.01), incorporating detailed failure
mode analysis, a novel cross-validation-integrated
evaluation framework, and actionable design
guidelines  for  privacy-preserving  FL-IDS
deployment. This establishes a more reliable
foundation for advancing robust, distributed threat
detection in heterogeneous IoT networks.

3. Methodology

Figure 1 illustrates the research workflow,
commencing with the data loading phase,
followed by the encoding of categorical columns
using LabelEncoder. Subsequently, the data is
partitioned into three heterogeneous clients (non-
IID) with random class distributions based on the
Dirichlet distribution. The ensuing step involves
10-fold cross-validation, wherein for each fold,
the data is split into training and testing sets, and
both subsets are subsequently standardized using
StandardScaler [46], [47]. Local models are then
trained employing a multilayer neural network,
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Figure 1. Research flow.

and the training outcomes from each client are
aggregated using several federated learning
algorithms, namely  Federated  Averaging
(FedAvg), Stochastic Controlled Averaging for
Federated Learning (SCAFFOLD), Federated
Yogi (FedYogi), and Adaptive Federated Adam
(AdaFedAdam). Finally, both local and global
models are evaluated using various performance
metrics, including accuracy, precision, recall, F1-
score, ROC-AUC, and log-loss.

3.1. Dataset

This study utilizes the RT-IoT2022 dataset, a
public benchmark for intrusion detection in
Internet of Things (IoT) environments that
encompasses various realistic network attack
types [48], [49]. The dataset comprises 123,117
instances with 83 features and 12 attack classes
plus the normal class. The class distribution prior
to client partitioning is presented in Table 1,
which illustrates extreme class imbalance.

To simulate a federated learning scenario with
extreme non-IID data, the dataset is partitioned
into 3 heterogeneous clients using the Dirichlet
distribution  approach ~ with  concentration
parameter o = 0.01 [50], [51]. The Dirichlet
allocation proportions are described in Equation

(1):

P ~ Dirichlet(a - 1), a«a=0.01 (1)
where Py = [Pr1, - Prx]' 1s the proportion
vector for client k, and K = 3 is the number of
clients. The number of class ¢ samples allocated
to client k after the minimum stage is given in
Equation (2):

ny = |.ka ! (Nc -K- m)J' m=7 (2)

Table 1. Global class distribution in RT-IoT2022 dataset.

Class Count Proportion (%)
ARP_poisioning 7,750 6.29
DDOS_Slowloris 534 0.43
DOS_SYN_Hping 94,659 76.89
MQTT_Publish 4,146 3.37
Metasploit Brute Force SSH 37 0.03
NMAP_FIN_SCAN 28 0.02
NMAP_OS_DETECTION 2,000 1.62
NMAP_TCP_scan 1,002 0.81
NMAP_UDP_SCAN 2,590 2.10
NMAP_XMAS TREE SCAN 2,010 1.63
Thing_Speak 8,108 6.59
Wipro_bulb 253 0.21

With N, as the total samples of class ¢ and
adjustment on the last client to avoid remainder,
the data partitioning yields three highly
imbalanced clients with 104,160 (84.6%), 3,054
(2.5%), and 15,903 (12.9%) samples, respectively.
The per-client class distribution is shown in Table
2. The Chi-Square test (x? = 240827.93,df =
22,p =0.00e + 00) indicates extreme
heterogeneity (p < le-10), while Jensen—Shannon
Divergence (JSD) values of 0.235486, 0.772346,
and 0.695306 with an average of 0.567713 (>0.5)
further  confirm  significant  distributional
differences across clients [52], [53]. These results
demonstrate that the data partition is highly
imbalanced and heterogencous, reflecting strong
non-IID conditions across clients.

3.2. Federated Learning (FL)

Federated Learning (FL) is a machine learning
paradigm that enables distributed model training
without requiring the transfer of raw data to a
central server [54], [55]. This approach is desig-
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Table 2. Class distribution across 3 heterogeneous clients.

Class Client 1 Client 2 Client 3
(n=104,160) (n=3,054) (n=15,903)
ARP_poisioning 7(0.01%) 7(0.23%) 7,736
' ’ (48.64%)
DDOS_Slowloris 519 (0.50%) 7 (0.23%) 8 (0.05%)
. 94,644 o o
DOS_SYN_Hping (90.86%) 7(0.23%) 8 (0.05%)

MQTT_Publish

Metasploit Brute F
orce_SSH

4,131 (3.97%) 7(0.23%) 8 (0.05%)

21 (0.02%) 7(0.23%) 9 (0.06%)

NMAP_FIN_SCAN  7(0.01%) 7(0.23%) 14 (0.09%)

NMAP_OS_DETEC . 1,985 .
TION TO01%) (5000, 8(0:05%)

NMAP_TCP scan 7 (0.01%) BT 8(0.05%)
—E : (32.32%) :

NMAP_UDP_SCA ) 576 2.47%) 7(0.23%) 7 (0.04%)

N
NMAP_XMAS TR
EE:SCAN7 1,995 (1.92%) 7 (0.23%) 8 (0.05%)
. 19 8,082
0, ’
Thing_Speak 7 (0.01%) 0.62%)  (50.82%)

Wipro_bulb 239 (0.23%) 7(0.23%) 7 (0.04%)

ned to preserve data privacy by training local
models on devices or clients, subsequently
sending only parameter updates (weights) to the
server for aggregation into a global model. In
addition to its privacy-preserving advantages, FL
has the potential to yield a global model with
superior performance compared to models trained
locally on individual clients. This is achieved
through the aggregation of knowledge from
heterogeneously distributed data, enabling the
global model to capture more general and robust
patterns than local models, which learn only from
limited data subsets on each client.

In contrast to centralized learning, where all
data is collected and stored on a single central
server for training, centralized systems require
data upload to the server, posing privacy and
security risks due to potential leakage of sensitive
information [56], [57]. Figure 2 illustrates the

weaknesses of the centralized approach.
Moreover, Federated Learning minimizes
bandwidth usage by sharing only model

parameters and supports continuous adaptation in
dynamic, heterogeneous environments.

The FL process comprises several key steps,
including local training on each client using its
respective data, transmission of local model
weights to the server, weight aggregation to
update the global model, and redistribution of the
global model to clients for subsequent iterations
until convergence. To clarify this workflow,
Figure 3 depicts the general Federated Learning
process.

In alignment with the standard federated
learning framework, this study assumes an honest-
but-curious (semi-honest) threat model for both
the participating clients and the central aggregator
[58], [59]. Under this assumption, all entities
faithfully execute the prescribed protocol and
perform computations as intended, without
deviating from or disrupting the training process
[60], [61]. However, they may attempt to infer
sensitive information from the data or model
updates they legitimately receive, such as
inferring private patterns from aggregated
gradients or the global model parameters. This
threat model is widely adopted in federated
learning literature as it balances practical
deployability with privacy considerations, while
allowing the focus to remain on addressing core
challenges such as extreme non-IID data
distributions and resource heterogeneity in IoT
environments. Malicious behaviors are out of
scope for this work.
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Figure 4. Architecture of federated learning-based IDS in edge-IoT environments.

In the context of IoT intrusion detection
systems (IDS), the federated learning architecture
is adapted to accommodate heterogeneous edge
devices operating in resource-constrained and
privacy-sensitive environments. As illustrated in
Figure 4, clients consist of diverse IoT
endpoints—such as smart sensors, gateways,
industrial controllers, or connected appliances—
that capture and process local network traffic data
for intrusion detection. Each client trains a local
model independently on its device-generated data,
transmitting only encrypted model updates
(gradients or weights) to a central aggregator
(typically an edge server or cloud coordinator).
The aggregator performs model fusion without
accessing raw traffic flows, thereby preserving
data locality and mitigating privacy risks
associated with centralized data transfer.

It is important to note that, in practical IoT
deployments, not all IoT devices are capable of
performing local model training required by
federated learning. In this study, the term “client”
refers to edge-capable IoT nodes or IoT gateways
equipped with sufficient computational resources
to support on-device training, rather than highly
resource-constrained sensing devices. Such clients
typically include single-board computers or
embedded edge platforms, such as Raspberry Pi 4,
NVIDIA Jetson Nano, or functionally equivalent
edge devices, which have been widely adopted in
federated learning—based IoT applications due to
their multi-core CPUs, adequate memory capacity,
and, in some cases, GPU acceleration [62], [63],
[64], [65]. Lightweight IoT sensors and
microcontroller-based devices are assumed to
operate primarily as data acquisition or inference
nodes, forwarding collected traffic features to
nearby edge-capable clients for local training.

This assumption reflects realistic IoT system
architectures and ensures the feasibility of
executing federated learning under resource
constraints while preserving data locality and
privacy.

This study implements four Federated
Learning algorithms to aggregate local model
weights into a global model, namely Federated
Averaging (FedAvg), Stochastic Controlled
Averaging for Federated Learning (SCAFFOLD),
Federated Yogi (FedYogi), and Adaptive
Federated Adam (AdaFedAdam).

3.3. Federated Averaging (FedAvg)

Federated Averaging (FedAvg) is an FL
algorithm that aggregates local model weights
from each client using a weighted average, with
weights proportional to the amount of data
possessed by each client [66]. The weight
aggregation process in FedAvg is described in
Equation (3):

t+1 — YK Mkt

w k=17, Wk

3
where w'*l is the global model weights at
iteration t+ 1, wf is the local model weights
from client k at iteration t, n; is the number of
data points on client k, and n = }X_, n, is the
total number of data points across all clients.
3.4. Stochastic Controlled Averaging for
Federated Learning (SCAFFOLD)

SCAFFOLD is an FL algorithm designed to
improve convergence in heterogeneous data
settings by introducing control variables to reduce
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gradient variance across clients [67]. This
algorithm employs local ¢, and global ¢ control
variables to correct the local model update

direction, thereby accelerating convergence
compared to FedAvg in non-IID scenarios.
The  weight aggregation process in

SCAFFOLD is described in Equation (4):
witl = TE Myt 4)

Equation (4) shows that weight aggregation in
SCAFFOLD is similar to FedAvg, using a
weighted average of local model weights.
However, SCAFFOLD introduces a correction
mechanism via control variables to adjust local
model updates. The update of the local control
variable is computed using Equation (5):

ekt =cp—ct (Wt —wit) (5)

where c is the control variable of client k at
iteration t, c' is the global control variable, 1) is
the learning rate, wt is the global model weights
at iteration t, and wi*! is the local model weights

of client k after local training at iteration t + 1.
3.5. Federated Yogi (FedYogi)

Federated Yogi (FedYogi) is an adaptive
variant of FedAvg that integrates the Yogi
optimizer to better handle data heterogeneity [68].
FedYogi adjusts the global model weight updates
based on gradient magnitude, incorporating a
regularization parameter to prevent unstable
updates. The weight update in FedYogi is
described in Equation (6):

At

Nt (6)

wttl = wt +

where w'*l is the global model weights at

iteration t + 1, wt is the global model weights at
iteration t, At = Zle%w,i — wt is the average
gradient from all clients and t is the regularization
parameter to prevent division by zero.

3.6. Adaptive Federated Adam (AdaFedAdam)

Adaptive Federated Adam (AdaFedAdam)
integrates the Adam optimizer into the FL
framework to enhance efficiency and convergence
[38]. This algorithm uses the first moment
(moving average of gradients) and the second
moment (moving average of squared gradients) to
adaptively adjust weight updates.

The weight update process in AdaFedAdam
involves three steps: updating the first moment,

updating the second moment, and updating the
weights. These steps are described in Equations
(7), (8), and (9):

mt*t = Bymt + (1 - By)A 7

vt = B,vf + (1 — By)(AY)? (®)

mt+l/(1-p+1) ©)
vf+1/(1—85+1)+e

where mf*? is the first moment at iteration t + 1,
. n
vt is the second moment, A’ = Zlefw,ﬁ -

wttl = wt 4+

wt is the average gradient from all clients, 3; and
B, are decay parameters for the first and second
moments and € is a small constant to prevent
division by zero. Equation (7) computes the first
moment as a linear combination of the previous
moment and the new gradient. Equation (8)
computes the second moment to capture gradient
variance. Equation (9) updates the global model
weights by adjusting the update step based on
bias-corrected first and second moments.

3.7. Local
Network

Model Architecture: Neural

Table 3 summarizes the layers in the local
model architecture, including the number of
parameters and output shapes. The local model
employed within the Federated Learning (FL)
framework in this study is a multilayer neural
network [69]. This neural network is composed of
four main layers: three hidden layers with 128, 64,
and 32 neurons, respectively, and a final output
layer with 12 neurons corresponding to the
number of classes in the classification task [70],
[71].

Table 3. Local neural network architecture.

Output Number of
Layer Layer Type Shape Parameters
Dense Dense Layer (ReLU  (None, 10.752
(ReLU) Activation) 128) ’
(None,
Dropout Dropout Layer 128) 0
Dense Dense Layer (ReLU  (None, 856
(ReLU) Activation) 64) ?
Dropout Dropout Layer (None, 0
64)
Dense Dense Layer (ReLU  (None, 5080
(ReLU) Activation) 32) ’
Dense Output Layer (None,
(Softmax) (Softmax 12) 396
Activation)

The use of a neural network in this study is
motivated by its parameterized structure, which
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facilitates efficient aggregation in the Federated
Learning framework. Neural networks represent
knowledge through adjustable weights and biases,
making them well-suited for the parameter-
sharing mechanism of FL [72], [73].

3.8. Experimental Setup

To provide a structured and clear overview, the
experimental procedure is summarized in Figure
5. This algorithm encompasses all steps from data
loading to evaluation.

Input: Dataset ( D ), Number of clients (K = 3), Number of
cross-validation folds ( F = 10 ), FL algorithm (€
{FedAvg,SCAFFOLD,FedYogi,AdaFedAdam})

Output: Global model (w8°*¥) Evaluation metrics:
{accuracy, precision,recall, F1 — score,
ROC — AUC,log — loss}

1. Data Loading and Model Initialization:
- Load dataset (D)
- Partition dataset ( D ) into (K = 3) heterogeneous (non-
1ID) subsets using Dirichlet distribution
- Initialize global model (w#'°ba")
- Distribute (w8°b) to each client (k)

2. Training with 10-Fold Cross-Validation and Evaluation:
-Foreachfold (f €{1,2,..,F}):
- Split local data of each client ( k ) into training (D{2I")
and testing (DS
- For each client (k € {1,2,3}):
- Train local model (w;,) on (D"
- Send local model weights (wy,) to the server
- Aggregate local model weights at the server to update
(ngobal)
- Distribute updated (w#°2!) to each client ( k)
-Foreachfold (f €{1,2,..,F}):
- Evaluate local model for each client (k)
- Evaluate global model
- Compute performance metrics
- Aggregate performance metrics as the average across all
folds.

Figure 5. Federated learning with 10-fold cross-validation on
Non-1ID RT-10T2022 dataset.

To evaluate the performance of local and
global models within the proposed Federated
Learning (FL) framework, this study employs
several standard performance metrics: accuracy,
precision, recall, Fl-score, ROC-AUC, and log-
loss [74], [75], [76]. These metrics provide a
comprehensive assessment of both classification
effectiveness and model reliability.

Evaluation begins with accuracy, which
measures the proportion of correct predictions out
of total predictions made by the model. Accuracy
is computed using Equation (10):

TP+TN

Accuracy = ———
Y = TP TINTFPAFN

(10)

This equation computes accuracy as the ratio
of correctly predicted samples—true positives
(TP, positive samples correctly predicted as

positive) plus true negatives (TN, negative
samples correctly predicted as negative)—to the
total number of samples, which includes TP, TN,
false positives (FP, negative samples incorrectly
predicted as positive), and false negatives (FN,
positive samples incorrectly predicted as
negative).

Next, precision is computed to evaluate the
model’s exactness in identifying positive classes.
Precision is calculated using Equation (11):

Precision =

TP+FP an
Precision reflects the proportion of positive
predictions that are actually positive.
To complement precision, recall is computed
to assess the model’s ability to detect all positive
samples. Recall is calculated using Equation (12):

TP
TP+FN

Recall = (12)

Recall indicates how well the model identifies
all positive cases.

To balance precision and recall, the F1-score is
used as the harmonic mean of both metrics,
providing a more robust performance measure
under imbalanced class distributions. The F1-
score is computed using Equation (13):

Precisi Recall
Fl-score = 2 X recisionxReca (13)

Precision+Recall
This equation giving equal weight to both
metrics. ROC-AUC is computed based on the
Receiver Operating Characteristic (ROC) curve,
which plots the relationship between the true
positive rate (equivalent to recall) and the false
positive rate (FPR). FPR is computed using
Equation (14):
FPR = — (14)

~ FP+TN

ROC-AUC is calculated as the area under the
ROC curve, with values close to 1 indicating
excellent discriminative ability.

Finally, log-loss is used to measure the
uncertainty of the model’s predictions based on
the output class probabilities. Log-loss is
computed using Equation (15):

1
Log-loss = =~ XL, ¥ v, log(py;) (15)

where N is the number of samples, C is the
number of classes, y; ; is a binary indicator (1 if
sample i belongs to class j, 0 otherwise), and p; ;
is the model’s predicted probability for sample i
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in class j.
4. Results and Analysis

This chapter presents an in-depth empirical
evaluation of four federated learning algorithms—
FedAvg, SCAFFOLD, FedYogi, and
AdaFedAdam—in comparison with local models
using the RT-I0T2022 dataset under extreme non-
IID partitioning (Dirichlet o = 0.01, three clients).
The evaluation focuses on convergence behavior,
robustness to severe data heterogeneity (average
JSD of 0.5677), and both theoretical and practical
implications for Internet of Things (IoT) intrusion
detection systems (IDS). Experimental results
highlight distinct stability and optimization
characteristics among the federated methods
under constrained client distributions. All
performance metrics are averaged over 10-fold
cross-validation at selected communication
rounds to ensure statistical robustness.

Table 4 presents model performance at
Rounds 1, 50, and 100, while longitudinal trends
are illustrated in Figure 6 to further clarify
convergence and divergence patterns over training
iterations under the proposed framework. This
comparison allows for a clearer identification of
performance trade-offs across different stages of
the training process.

Table 4. Average performance of local and global models at
rounds 1, 50, and 100 (averaged across 10 folds).

Ro- Model Accu- Preci- Recall F1- ROC-

und racy sion score AUC log loss

1 Local 0.3301 0.2988 0.3301 0.2849 0.6641 2.6621
FedAvg 0.4030 0.5700 0.4030 0.4060 0.7453 2.2577

SCAFFO
LD

FedYogi 0.1214 0.2112 0.1214 0.1332 0.4437 2.5790

AdaFedA
dam

50 Local 0.3364 0.3194 0.3364 0.2894 0.6552 2.6228
FedAvg 0.5660 0.6877 0.5660 0.5845 0.7082 2.2201

SCAFFO
LD

FedYogi 0.0657 0.3685 0.0657 0.0893 0.4762 14.7965

AdaFedA
dam

100  Local 0.3432 0.3449 0.3432 0.3021 0.6503 2.5871
FedAvg 0.6959 0.6933 0.6959 0.6643 0.7086 2.1772

SCAFF
OLD

FedYogi 0.0639 0.2838 0.0639 0.0841 0.4901 14.9096

AdaFedA
dam

0.8040 0.7409 0.8040 0.7571 0.9440 0.5838

0.0609 0.0672 0.0609 0.0571 0.4425 2.5941

0.7946 0.7206 0.7946 0.7372 0.9450 0.5774

0.2729 0.2019 0.2729 0.2193 0.5329 2.4659

0.7981 0.7345 0.7981 0.7451 0.9396 0.5882

0.2069 0.1295 0.2069 0.1465 0.4770 2.4656

Average Accuracy vs Communication Rounds (10-Fold CV)
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Figure 6. Convergence trends of key metrics in federated
learning (rounds 1-100).
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Analysis of Table 4 and Figure 6 reveals
consistently high performance of SCAFFOLD
throughout the training cycle. The algorithm
maintains stable metric values from early rounds,
with control variables effectively mitigating client
drift caused by the dominance of Client 1 (84.6%
of data, 90.86% DOS_SYN Hping) and extreme
scarcity in Client 2 (only 7 samples per minority
class). This stability is reflected in minimal
variance across discriminative (ROC-AUC 2>
0.9396) and probabilistic (Log-loss < 0.5882)
metrics, positioning SCAFFOLD as a reliable
choice for federated learning on extreme non-IID
data in the IoT IDS domain.

FedAvg exhibits slow but consistent
convergence, with significant improvement after
Round 50. This behavior reflects the ability of
weighted aggregation to gradually incorporate
rare signals from minority clients, albeit at the
cost of intensive communication. At Round 100,
FedAvg achieves lower performance than
SCAFFOLD but demonstrates substantial gains
over local models, affirming its practicality in
bandwidth-constrained systems where
convergence latency is tolerable.

In contrast, FedYogi and AdaFedAdam
experience systematic failure. FedYogi displays
explosive divergence accelerated by error
accumulation in second-moment estimation ( 3 :),
particularly on sporadic gradients from rare
classes. This aligns with the hypothesis that dual-
momentum adaptive optimizers are vulnerable to
gradient starvation in small clients. AdaFedAdam,
while more stable, becomes trapped in suboptimal
plateaus due to failure in normalizing global
updates against inter-client variance, resulting in
poor generalization on minority classes.

Local models, serving as the baseline, fail to
surpass basic generalization thresholds, remaining
confined to local distribution bias (e.g., over-
reliance on DOS_SYN_Hping). This underscores
the intrinsic value of federated learning in
enabling cross-client knowledge transfer without
compromising privacy, particularly in edge-
computing loT architectures.

For context against centralized approaches,
Table 5 summarizes recent studies on the RT-

[0T2022 dataset, highlighting the typical
performance of fully centralized training
paradigms. These results provide a useful
reference  point under centralized data

assumptions and reflect performance under
idealized training conditions. As such, they are
included primarily to contextualize the
comparison with distributed and federated
learning settings.

Table 5. Performance comparison with centralized state-of-the-
art IDS on RT-10T2022 dataset.

Author Year Objective Results

Develop lightweight
IDS for IoT using
quantized autoencoders

(QAE-u8, QAE-16) Acc: 0.9840, Prec:

[77] 2023 0.9839, Rec: 0.9840,
and Zeck flow F1: 0.9839
preprocessing;

centralized training on
RT-10T2022.
Improve IDS via
fe?gﬁﬁ:;f;ﬁ; Acc: 0.9640, Prec:
[31] 2024 pipe’ . 0.9740, Rec: 0.8710,
classifiers trained F1: 09190
centrally on RT- o
10T2022.
Assess multiple ML
Ig%deésé)sxx;ti]ﬁ’ Acc: 0.9800 (SVM),
[78] 2024 u,sing skewness Y 09974 (KNN), 0.8250
kurtosis, PCC, IGR on (NB), 0.9985 (DT)
RT-10T2022.
Apply semi-supervised
ML with entropy
[79] 2025 filtering; tested on Acc: 1.000 (DT)
multiple datasets incl.
RT-10T2022.
Enhance dataset
balance using cosine Acc: 0.9836, Prec:
[80] 2025 similarity and hybrid ~ 0.9900, Rec: 0.9776,
DL (RegNet) models F1:0.9838
on RT-10T2022.
Global model (Round
100, 10-fold avg):
Conduct the st GCAFFOLD Ace:
P 0.7981, Prec: 0.7345,
benchmark of four
advanced FL Rec: 0.7981, F1:

This 2025 algorithms (FedAv 0.7451, ROC-AUC:

study & & 0.9396, Log-loss:

SCAFFOLD, FedYogi,
AdaFedAdam) on RT-
10T2022 with extreme

0.5882; FedAvg Acc:
0.6959, F1: 0.6643;

non-IID partitioning. FedYogl/AdaFedAdam
diverge or plateau
<0.21 Acc
Analysis of Table 5 reveals a clear
performance trade-off in distributed privacy-
preserving settings. Centralized approaches

benefit from unrestricted access to aggregated
data, enabling superior feature engineering, model
optimization, and handling of class imbalances,
resulting in near-perfect detection rates (up to
1.000 accuracy). In contrast, the federated
paradigms evaluated here operate under severe
constraints—no raw data exchange, extreme non-
IID partitioning, and limited communication—yet
achieve competitive results, with SCAFFOLD
reaching 0.7981 accuracy and 0.9396 ROC-AUC.
This ~20% accuracy gap, while notable, is an
expected consequence of prioritizing data locality
and basic privacy-by-design (only model updates
transmitted). As discussed earlier, vanilla FL
mitigates raw data exposure but remains
vulnerable to advanced inference attacks on



Riyadi and Dewi, Federated Learning for Privacy-Preserving loT Intrusion Detection 117

gradients; thus, the privacy gains are substantial
yet not absolute without additional layered

defenses. SCAFFOLD's strong discriminative
power (high ROC-AUC) suggests practical
viability for edge-IoT deployment, where

preventing data breaches and ensuring regulatory
compliance (e.g., GDPR) often outweigh marginal
accuracy improvements.

The primary contributions of this study
include the first empirical validation of
SCAFFOLD on an IoT IDS dataset under extreme
heterogeneity (o = 0.01, JSD > 0.5), achieving
robust performance without raw data access. It
further quantifies FedAvg convergence bounds as
a function of communication rounds, offering
design guidance for resource-constrained systems.
The identification of adaptive optimizer failure
mechanisms—such as second-moment explosion
in FedYogi and gradient starvation in small
clients—advances theoretical understanding of
limitations in federated adaptive optimization.
Finally, the study confirms the superiority of
federated learning over local models in data-
siloed scenarios, with direct implications for
privacy-preserving IDS design in edge-IoT
environments.

Limitations of this work stem from the
restricted client scale (n=3), which does not
capture the dynamics of large-scale IoT networks
with heterogeneous dropout and latency. Reliance
on a single dataset (RT-I0T2022) may introduce
bias toward specific attack patterns and limits
generalization to zero-day or evolving threats.
Additionally, the assumption of ideal synchronous
communication overlooks real-world effects of
stragglers, packet loss, and energy consumption
on low-power loT devices.

Future research should evaluate SCAFFOLD
on 50-100 clients with simulated random dropout,
network latency, and power profiling to assess
system scalability under realistic conditions.
Integrating personalization techniques such as
FedPer or client clustering, alongside synthetic
data augmentation via CTGAN or SMOTE-FL on
minority clients, could further mitigate client drift.
Developing hybrid FedAvg-SCAFFOLD
strategies with dynamic switching based on drift
estimation (e.g., via gradient cosine similarity)
warrants exploration. Cross-dataset validation
using CIC-IDS2018, UNSW-NBI15, and Edge-
[ToTset is necessary to test generalization across
network topologies and attack variants. Finally,
robustness testing against adversarial attacks (e.g.,
model poisoning, backdoors) and adaptation to
concept drift in real-time data streams will
strengthen the practical deployment of federated
learning in dynamic IoT IDS environments.

5. Conclusion

This study presents a rigorous empirical
benchmark of four advanced federated learning
(FL) algorithms—FedAvg, SCAFFOLD,
FedYogi, and AdaFedAdam—on the RT-10T2022
dataset under extreme non-IID conditions
(Dirichlet o = 0.01, average JSD = 0.5677),
simulating real-world IoT data silos with severe
class imbalance and client heterogeneity. By
integrating 10-fold cross-validation within the FL
training loop and employing a multilayer neural
network, the evaluation reveals SCAFFOLD as
the most robust algorithm, achieving stable
convergence from early rounds and superior final
performance (Round 100: accuracy 0.7981, F1-
score 0.7451, ROC-AUC 0.9396, log-loss 0.5882)
through effective mitigation of client drift via
control  variables. In  contrast, FedAvg
demonstrates slow but reliable improvement
(accuracy 0.6959), suitable for bandwidth-limited
environments, while adaptive optimizers FedYogi
and AdaFedAdam systematically fail due to
second-moment instability and gradient starvation
in  sparse-data  clients—exposing critical
limitations in applying centralized adaptive
methods to FL. Local models, confined to biased
distributions, underscore the necessity of
knowledge aggregation across clients. When
compared to centralized IDS achieving near-
perfect accuracy (up to 1.000), FL incurs a ~20%
performance gap but guarantees explicit privacy
by transmitting only model weights, aligning with
GDPR and edge-IoT constraints. This work
contributes the first validation of SCAFFOLD on
an [oT IDS dataset under extreme heterogeneity,
quantifies FedAvg convergence dynamics for
practical deployment guidance, elucidates failure
mechanisms of adaptive FL optimizers, and
establishes a statistically robust, reproducible
evaluation framework. These findings lay a
foundation for privacy-preserving, scalable
intrusion detection in resource-constrained loT
ecosystems, with future directions including
large-scale client simulations, personalization
techniques, and resilience against adversarial and
evolving threats.
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